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and thwart the orderly and unbiased 
conduct of the investigation and im-
pede case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
and result in the secreting of or other 
disposition of assets that would make 
them difficult or impossible to reach in 
order to satisfy any Government claim 
growing out of the investigation or 
proceeding. 

(iii) From subsection (e)(1), (e)(4)(G), 
(H), and (I) because it will provide pro-
tection against notification of inves-
tigatory material including certain re-
ciprocal investigations and counter-
intelligence information, which might 
alert a subject to the fact that an in-
vestigation of that individual is taking 
place, and the disclosure of which 
would weaken the on-going investiga-
tion, reveal investigatory techniques, 
and place confidential informants in 
jeopardy who furnished information 
under an express promise that the 
sources’ identity would be held in con-
fidence (or prior to the effective date of 
the Act, under an implied promise).
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§ 319.1 Authority. 
Pursuant to the requirements of sec-

tion 553 of Title 5 of the United States 
Code, the Defense Intelligence Agency 
promulgates its rules for the imple-
mentation of the Privacy Act of 1974, 
Pub. L. 93–579, 5 U.S.C. 552a (f) and (k).

§ 319.2 Purpose. 
(a) To promulgate rules providing 

procedures by which individuals may 
exercise their rights granted by the act 
to: 

(1) Determine whether a Defense In-
telligence Agency system of records 
contains a record pertaining to them-
selves; 

(2) Be granted access to all or por-
tions thereof; 

(3) Request administrative correction 
or amendment of such records; 

(4) Request an accounting of disclo-
sures from such records; and 

(5) Appeal any adverse determination 
for access or correction/amendment of 
records. 

(b) To set forth Agency policy and fee 
schedule for cost of duplication. 

(c) To identify records subject to the 
provisions of these rules. 

(d) To specify those systems of 
records for which the Director, Defense 
Intelligence Agency, claims an exemp-
tion.

§ 319.3 Scope. 
(a) Any individual who is a citizen of 

the United States or an alien lawfully 
admitted for permanent residence in 
the United States may submit an in-
quiry to the Defense Intelligence Agen-
cy. 

(b) These rules apply to those sys-
tems of records: 

(1) Maintained by the Defense Intel-
ligence Agency; 

(2) For which the Defense Intel-
ligence Agency prescribes the content 
and disposition pursuant to statute or 
executive order of the President, which 
may be in the physical custody of an-
other Federal agency; 

(3) Not exempted from certain provi-
sions of the act by the Director, De-
fense Intelligence Agency. 
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(c) The Defense Intelligence Agency 
may have physical custody of the offi-
cial records of another Federal agency 
which exercises dominion and control 
over the records, their content, and ac-
cess thereto. In such cases, the Defense 
Intelligence Agency maintenance of 
the records is considered subject to the 
rules of the other Federal agency. Ex-
cept for a request for a determination 
of the existence of the record, when the 
Defense Intelligence Agency receives 
requests related to these records, the 
DIA will immediately refer the request 
to the controlling agency for all deci-
sions regarding the request and will no-
tify the individual making the request 
of the referral. 

(d) Records subject to provisions of 
the Act which are transferred to the 
Washington National Records Center 
for storage shall be considered to be 
maintained by the Defense Intelligence 
Agency. Disclosure from such records—
to other than an element of the De-
fense Intelligence Agency—can only be 
made with the prior approval of the De-
fense Intelligence Agency. 

(e) Records subject to provisions of 
the act which are transferred to the 
National Archives shall be considered 
to be maintained by the National Ar-
chives and are no longer records of the 
Agency.

§ 319.4 Definitions. 
(a) All terms used in this part which 

are defined in 5 U.S.C. 552a shall have 
the same meaning herein. 

(b) As used in this part: 
(1) The term Act means the Privacy 

Act of 1974, Pub. L. 93–579, 5 U.S.C. 552a. 
(2) The term Agency means the De-

fense Intelligence Agency.

§ 319.5 Procedures for requests per-
taining to individual records in a 
record system. 

(a) An individual seeking notification 
of whether a system of records, main-
tained by the Defense Intelligence 
Agency, contains a record pertaining 
to himself/herself and who desires to 
review, have copies made of such 
records, or to be provided an account-
ing of disclosures from such records, 
shall submit his or her request in writ-
ing. Requesters are encouraged to re-
view the systems of records notices 

published by the Agency so as to spe-
cifically identify the particular record 
system(s) of interest to be accessed. 

(b) In addition to meeting the re-
quirements set forth in § 319.5 of this 
part, the individual seeking notifica-
tion, review or copies, and an account-
ing of disclosures will provide in writ-
ing his or her full name, address, social 
security account number or date of 
birth and a telephone number where 
the requester can be contacted should 
questions arise concerning his or her 
request. This information will be used 
only for the purpose of identifying rel-
evant records in response to an individ-
ual’s inquiry. It is further rec-
ommended that individuals indicate 
any present or past relationship or af-
filiations, if any, with the Agency and 
the appropriate dates in order to facili-
tate a more thorough search of the 
record system specified and any other 
system which may contain information 
concerning the individual. A signed no-
tarized statement may also be re-
quired. 

(c) An individual who wishes to be ac-
companied by another individual when 
reviewing his or her records, must pro-
vide the Agency with written consent 
authorizing the Agency to disclose or 
discuss such records in the presence of 
the accompanying individual. 

(d) A request for medical records 
must be submitted as set forth in 
§ 319.7, of this part. 

(e) Individuals should mail their 
written request to the Defense Intel-
ligence Agency, DSP–1A, Washington, 
DC 20340–3299 and indicate clearly on 
the outer envelope ‘‘Privacy Act Re-
quest’’. 

(f) An individual who makes a re-
quest on behalf of a minor or legal in-
competent shall provide a signed nota-
rized statement affirming the relation-
ship. 

(g) When an individual wishes to au-
thorize another person access to his or 
her records, the individual shall pro-
vide a signed notarized statement au-
thorizing and consenting to access by 
the designated person. 

(h) Except as provided by section 
552a(b) of the act, 5 U.S.C. 552a(b), the 
written request or prior written con-
sent of the individual to whom a record 
pertains shall be required before such 
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